IN THE MATTER OF:

AOLLLC

O3 L W U R

" Respondent

ASSURANCE OF VOLUNTARY COMPW
1. This Assurance of Voluntary Compliaﬁcel (hereafter “Assurance” or “AVC™) is between.
AOL LLC (hereafter “AOL” or “Respondent™) and the Attorneys General of the states of
Alabama, Aia_ska, Arizdna, Arkansaé, California; Coiora_do, Connecticut, Delaware, Georgia,
HaWaii, Idaho, Hlinois, Indiana, Iowa, Kansaé, Louisiané, Maine, Maryland, Michigan,
Minnesota, Mississippi, Missouri, Montana, Nebraska, Nevada, New Hampshire, New Jersey,
New Mexicol,' North Carolina, North Dakota, Ohio, Oklahoma, Oregon, Rhode Island, South
Carolina, South bakota,_ Tennessée, ‘Texas, Utah, Vermont, Washinéton, .West‘ Vi.rgini'a
Wisconsin, and Wyéming, the Commonwealths of Kentucky, Méséachusetts, Pennsylvania aﬁd

Virginia, and the District of Columbia (hereafter “the Attorneys General™ or “the States™).’

! This Assurance of Voluntary Compliance shall, for all necessary putposes, also be considered an Assurance of Discontinuance,

2 With regard to Hawaii, Hawaii is represented by its Office of Consumer Protection, an agency which is not part of the state Attorney General's
Office, but which is statutorily anthorized to represent the State of Hawail in consumer protection actions. For simplicity purposes, the entire
group will be referred to as the "Attomeys General” or “the States,” and such designation, as #t perlains to Hawail, refers o the Executive
Director of the Siate of Hawaii's Office of Consumer Protection. Connecticut is represented by the Commissioner of the Connecticut Department
of Consumer Protection, who enters into this Assurance pursuant to the Connecticut Unfair Trade Practices Act, Conn,Gen, Stat, Sec. 42-110j,
acting by and through his counsel, Richard Blumenthaf, Attommey General for the State of Connecticut.  Similaly, with regard 10 Georgia, the
Administrator of the Fair Business Practices Act, appointed pursuant to O.C.G.A. 10-1-395, is statutorily awthorized to undertake consumer
protection functions, including acceptance of Assurances of Veluntary Compliance for the State of Georgia. Hereafter, when the signatory states
are referred fo as the “States™ or “Attorneys General,” such designation, as it pertains to Georgir, includes the Administrator of the Fair Business -
Pracnces Act.

* This Assurance is in addmon to: the Assarance of Volumary Compliance agreed to by AOL with the Attorneys General of Arizona, Arkansas,
California, Connesticut, Florida, Hawaii, lowa, Hilinols, Michigan, Minnesota, New Jersey, New York, Ohio, Tennessee, Texas, Vermont,
Wisconsin, the Commonwealths of Massachusetts and Pennsylvania, and the Territory of Guam, accepted on December 5, 1996, thc Assurance
of Voluntary Compliance agreed to by AOL with the Attorneys General of Alabama, Alaska, Arizona, Arkansas, California, Colorado,
Connecticut, Florida, Georgia, Hawaii, Idaho, lilinols, Indiana, Iows, Kentucky, Kansas, Maryland, Michigan, Minnesota, Mississippi, Missouri,
Nebraska, Nevada, New Jersey, New Mexico, New York, North Carolina, North Dakota, Ohie, Cklahoma, Oregon, Rhode Island, South
Carolina, Tennessee, Texas, Utah, Vermont, Washington, West Virginia, Wisconsin, and the Commonwealths of Massachusetts, Pennsylvania
and Virginia, accepted on February 4, 1997; and, the Assurance of Yoluntary Compliance agreed to by AOL with the Attorneys General of
Alabama, Alaska, Arizona, Arkansss, California, Connectiowt, Florida, Georgia, Hawali, Idaho, IHinois, Indiana, .Jowa, Kansas, Kentucky,
Louisiana, Maine, Maryland, Michigan, Minnesota, Mississippi, Missouri, Nebrasks, Nevada, New Jersey, New Mexico, New York, North
Carolina, North Dakota, Ohio, Oklahoma, Oregon, Rhode Island, South Carolina, Tennessee, Texas, Utah, Vermont, Washington, West Virginia,
Wisconsit, and the Commonwealths of Massachusetts, Pennsylvania and Virginia, accepted on May 28, 1998, The terms of the above mentioned

1996, 1997 end 1998 Assurances of Voluntary Compliance are independent of the terms of this Assurance and are not in any way medified or
limited by this Assurance except where expressly provided herein.
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BACKGROUND

2. AOL, a Delaware limited liability company _witil, its principal place of business at 22000
AOL Way, Dulles, Virginia 20166,' has provided Internétfrelated services for more than twenty
years. AOL currently has approximately twelve million paying Members nationwide.

3, Historically, AOL’s primarylservice has been dial-up Internet access, typically offered
through a “free trial” offer that requires that the Member cancel the accm-mt ;;rior to the end of
the free trial period to avoid a monthly memﬁership fee.

4, Since 1998, AOL has provided Members three methods of cancellation: phone, facsimile
or mail. Most cancellétion requests are made rby phone, which results in the Member being
directed to an AOL Member Service employee, Who is trained to assess wheth;:r’ the Member has.
an issue that can be resolved short of cancellation. A Member who subsequently decides not to
cancel his 6r-her account is ém;sidered “saved” by AOL. Historically; AOL has prov'ided
incentivg's tb. employees for “saving” Members in the form of bonus compensation that, until
2003, depended on the employee retaining a minimum tlﬁeshold percentagé of CE;IHS handled.

5. The Attorneys General haﬁe fcceifed complaints from coﬁsumers who have claimed
difﬁculty in attempting to cancel their AbL Internet services. Some qf these consumers state
that they have contacted AOL Member Sewiceé bjf telephone, canceled their service, and yet |
subsequently received a monthly Internet service bill from AOL or had funds dcductéd from

their bank accounts.

6. Even after a consumer has successfully canceled an AOL account, the AOL software _

continues to reside on the consumer’s computer unless the consumer deletes it. This enables a



former Member, whose account was previously canceled to easily “reactivate” _liis or her account
by simply signing on to AOL using the Master Account’s scréen name and password and
authorizing reaétivation'of thé account, subject to the AOL Terms of Service and resumption of
billing to the payﬁzent method on file with AOL. This reactfvation process has not always
enabled Membe;s to review méterial terms and conditions prior to reactivation. Some consumers
complaining fo the Attorneys ngerél alleging post-cancellation billing by AOL héve, 1n some
instances, inadvertently reactivated their accounts in tizis manner. |
7. AOL has always enabled Members to maintain muluple sCreen names, also known as
“Sub-accounts,” for one AOL Master Account In response to technical issues which prevented
the simultaneous log-on of Sub-accounts,lAOL developed the ability for Members to create or
“spin-off” new accounts uéing one of the Member’s Sub-accounts. Thus, a Spin-off account
allowed for simultaneous log-ons, as well as the abi}ity fo seﬁarate an btherwise single .Internel:t
“account (e.g., business account versus home account). These Spin-off Accounts are not free, and
are billed separate from and independent of the prior Master Account. Hxstoncaliy, AQL
marketed Spin-off Accounts to its Members Some consumers compiaamng to the Attorneys
General state that confusion exists in attempting to cancel all AOL Paid Member Accounts. This
confusion stems from consumers not understanding the implications of havfng created a Spin-off
Account, and therefore, despite canceiing. a Master Accéunt, continuing to be billed for Spin-off
Accounts previously created during their membéréhip with AOL.
8.  AOL allows its Memﬁers to be billed for its services directly to a Member’s local
telephone bill. Some consumers have alleged unauthorized AOL chérges on ‘;heir monthly

telephone bills. ~ Still other consumers have complainéd that they were improperly assessed



charges on their telephone bill for services after having previously canceled their Paid Member
Account.
9, Th.e‘States allege that these acts, praptices, and omissions have vioiafed and continue to
violate their respective State consumer protection statutes.* Specifically, the States allege that
such violations have occurred in that AOQL: |
A.  Mistepresents that consumers who have attempted to cancel their Paid Member
Accounts with AOL have authorized AOL to continue charging those consﬁmers
for services; | |
B. Misrepresents thaf consumers have authorized AOL to reactivate accounts ‘tﬁat
have been previously canceled;
C. Fails to Clearly and Conspicuously disclose the existence of, and ﬁateﬁd terms
and conditions associated with, accounts for AOL services; and

D. Misrepresents that consumers have authorized charges to their consumer

telephone service bills,

* Alabama Deceptive Trade Practices Act, Alabama Code Section 8-19-1, ef seq.; Alaska AS 45.50.471 ef seq.; Arizona Revised Statutes Section
44.152[1], et seq.; Arkansas Code Ann, 4-88-101 et seq.; California Business and Professions Code sections 17200 and 17500; Colorado
Consumer Protection Act, Colo. Rev. Stat. §§ 6-1-101 ef seg. (2006); Connecticut General Statutes § 42-110b; af seq.; Delaware's Consumer
Fraud Act, 6 Del, C. Sec, 2513 and Uniform Deceptive Trade Practices Act, 6 Del, C. Sec. 2532; District of Columbia Consumer Protection
Procedures Act, D.C. Official Code § 28-3901 ef seq.; Georgia Fair Business Practice Act of 1975, 0.C.G.A, § 10-1-390 ef s¢q.; Hawaii Revised
Statutes section 480-2(a),section 487-12; Idaho Code Scc. 48-601 ef seq.; Winols Consumer fraud and Deceptive Business Practices Act, 815
ILCS 505/1, et seq.; Indiana Deceptive Consumer Sales Act, Indiana Code 24-5-0.5-1 et. seq.; lowa Consumer Fraud Act, fowa Code §714.16;
Kansas Consumer Protection Act, K.8.A. 50-623 e req.; Kentucky Consumer Protgction Act, KRS, 367.110 er seq.; Louisiana LSA-R.S,
51:1401 et seq.; Maine 3 MR.S.A. section 207, section 210; Maryland Consumer Profection Act Md. Code Ann., Com. Law §813-101, et seq.;
Massachusetts Consumer Protection Act, Mass, Gen. Laws ¢.93A, sec. 4; Michigan Consumer Protection Act, MCL, 445901 ef seq:; Section
407.020, et seq., Rev. Stat. Mo. 2000; Minnesote Frevention of Consumer Fraud Act, 325F.68 to 325F.70 (2006); Mississippi Consumer
Protection Act, Miss. Code Ann. §§ 75-24-1 (Rev. 200); Missouri Merchandising Practices Act, §§ 407.010 ef seq. (1994); Montana MCA 30-14-
112; Nebraska Consumer Profection Act, Neb. Rev. Stat, §§ 59-1601 ef seq. (Reissue 2004), and the Uniform Deceptive Trade Practices Act,
Neb, Rev, Stat. §§ 87-301 ef seq. (Reissue 1996); Nevada Revised Statutes ("NRE") 598.0903 ez, seq.; New Hampshire Rev. Stat. Ann, 358-A;
New Jerscy Consumer Fraud Act, NJ.S.A. 56:8-1 ef seq.; New Mexico NMSA 1078, § 57.12-1 et seq (1965); Nomh Carolina Unfair and
Deceptive Trade Practices Act, N.C.G.5, 75-1.1 ef seg.; N.D.C.C. § 51-15-01 ef seq.; North Dakota Century Code (NDCC) §§ 51-15-01 ef seq.;
Chio Consumer Sales Practices Act, R.C. 1345.01 et seq.; Oklahoma Consumer Protection Act, 15 0.5, § 751, et seq. (2004); Oregon Unlawful
Trade Practices Act, ORS 646.605 et seq.; Pennsylvania Unfair Trade Practices and Consumer Protection Law, 73 P.S, 201, et seq.; Rhode Island
R1G.L. 6-13.1-1 et seq.; South Carolina Unfair Trade Practices Act, 39-5-10 et seq.(1976, az amended); South Dakota Deceptive Trade Practices
Act, SDCL Ch. 37-24-6; Tenn. Code Ann, Section 47-18-108; Texas Deceptive Trade Practices — Consumer Protection Act, TEX, Bus. & COM.
CODE AN, § 17,41 et seq. (Vernon 2002 and Supp, 2005); Utah Code Ann. § 13-11-1 ef seq. and Utah’s Truth in Advertising Act, Utah Code
Ann, § 13-11a-]1 ef seq.; Venmont title 9 Vt. Stat. Ann. ch. 63; Virginia Consumer Protection Act, Va. Code § 59.1-196 through 59.1-207,
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10.  In August 2006, AOL changed its business model to allow consumers to use AQL’s
software, e-mail accounts, and security features, all free of charge, over an Internet connection

provisioned from another Internet service provider (“ISP”), When Members now contact AOL

to cancel or switch to the free plan, they are offered a variety of services, including high-speed

Internet plans offered by third party ISPs and back-up AOL dial-up Internet access, by Member
Services employees who are provided incentives based in part on consumer acceptance of these -
paid se;'vices., Merﬁbers who agree to ﬁurchase Internet connectivity froni a third party ISP are
sent confirmation of their aéreement together with contact information for the provider. The
Members are not billed by the provider unless and until the provider éstabiishcs the new account,
which involves a cable insfalleﬁion in the case of cable providers, and receipt and installation of a
DSL modem .kit, in the case of DSL providers. Members who agree to purchase back-up AOL
dial-up Internet access are treated as “saved,” transferred for third party verification, and seht
confirmation of their agreement. Former Members who use the AOL software to reactivate their
accounts are now reactivated only to Free Member A.ccount status and, if they choose to convert
to Paid Account status, must complete a separate registration process to change their reactivated

Free Member Account to a Paid Member Account.

| STIPULATIONS

11, The parties hell'eby agre;e and stipulate that:
A, The. Attorneys General have jurisdiction in this métter under their respective
conéumer protéction statutes; |

B. The venue of this cause is proper;

Revised Code of Washington RCW 19.86.020; West Virginia Consumer Credit and Protection Act, W, Va, Code 46A-1-101 ef seq.; Wisconsin

Statutes (Wis, Stat) §§ 100.13 and 100.20; Wyoming Wy, Stat. section 40-12-105; 107,
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AOL waives receipt of a formal notice from any of the States of the alleged '
unlawful trade practices and the relief to be sought;
AOL understands and agrees that this Assurance applies to AOL, AOL’s

principals, officers, directors, agents,. employees, representatives, successors or

" subsidiaries — including, but not limited to, those successors or subsidiaries

empowered to control AOL or created through the merging with, or through th;:
acquiring of AOL — and assigns, or any pefson or entity acting on behalf of
AOQOL; | |

AOL understands and agrees that if this Assurance is accepted by the States, it
may be filed with a court in those jurisdictions that require or permit the filing of
the Assurance with a court. AOL waives any further notice of submission to and
filing with:any court of ‘this Aséurance. AOL agrees to accept Sefvice of a
conformed copy from each state that files the Aséu,rance by prepaid first class
mail sent to the address designated by AOL; and

This Assurance is being. entered into by AOL for the sole purpose of
‘c'ompromising disputed claims without the necesﬁity for protracted and expensive
litigation, and this Assurance does not constitute an admission by Respoﬂdent of
any violation of aﬁy law or regﬁiation. |

DEFINITIONS

12.  For purposes of this Assurance, the following definitions shall apply:

A,

'A “Paid Member Account” means an AOL Internet service account for which

the Member agrees to pay a fee.



A “Free Member Account” means an AOL Internet servicé account for which
the Member does ﬁot pay a fee.

A “Member” means an individual, partnership, corporation, association, or other
group, however organized, who has a Paid or Free Member Account,

A “Billing Cycle” méans a‘r'epeated, periodic amount of time used to bill or
charge for a Paid Membef‘Account or a Premium Service on a recurring basis.

To “Cancel” a Paid or Free Member Account means to terminate that account
such that the consumer will no longer be billed, charged for, or have access to the
account features or services subject to such cancellation.

A “Meniber Save” means the process by which a person contacts AOL tolCanra:el
his or her Paid M;:mber Account or convert his or her Paid Membér Account to a
Free Member Account, but instead expressly agrees to clontinue a Paid Member
A;:count.

A “Master Account” means the primary screen name and password assdciated
with é Paid Member Account, which is used tb. identify and bill for AOL services.
A “Premiuin Service” means an AOL Internet-related service for which a
~ consumer is charged eithér apart'f;om the Internet services which are provided
free of charge to Free Member Accounts or in addition to the fee paid for a Paid '
Member Account,

A. “Suh«Accoﬁnt” means any addiﬁonal account for AQL scryices created as part

uf a preexisting Paid Member Account that is not charged or billed any additional

amounts,



A “Spin-off Account” means a former Sub-Accouﬁt, which is independently |
billed and incurs separaﬁe charges from and in additioh to the ori‘ginail Free or Paid
Member Account from which it was initially created.

A High-Speed Internet Offer or “HSIO;" means a non-binding offer or feferral

for high-speed | Inief:}et service provided by a third party, Which is made by

Respondent to a Member who contacts AQL to Cancel a Paid or Free Member

Account, or contacts AOL to convert a Paid Member Account to a Free Member

Account. |

The “Effectivg Date” of the Assurance is July 1, 2007.

“Clear and Conspicﬁous” or “Clearly and Conépicunusly” means that the

required disclosure is in such size, color, contrast; location, duration, and

audibility that it is r;adily noticeable, readabie, and understandable. A statement
‘may not contradict or be inconsistent with any otﬁer information with which it is
presented. If a statement modifies, explains, or clarifies other information with

\;vhich it is presented, it must be presented in close proximity to the information it

mo&iﬁcs, in a manner that is readiiy noticeable, readable, and understandable, and‘

it must not be obscured in any maﬁner. Fuﬁiwr:

1. For print communications, the message shall be in a type size and location
sufficiently noticeable for a consumer to read and comprehend'it, and in |
print that contrasts with the background against which it appears.

2. In communications disseminated orally, the message shall be delivered in

a volume and cadence sufficient for a consumer to comprehend it.



3. In communications made through an electronic medium (such as
television, video, and interactive media such aé the hitemet, on-line
services, and software) in which both audio and visual means of

- communications are utilized for any portidn of the message, the message
“shall be presented simultaneously in both the audio and visual portions of
the communication. Notwithstanding the preceding sentence, in any |
communication ﬁreser_xted solely through visual or audio mean-é, the
message may be made solely tiirough the same means by which the
communication is presented. Any audio message shall be delivered in a
- volume and cadence sufficient for a consumer to hear and comprehend it.
. Any visuailmessage shall be of a size and shade, with a degree of contrast
to the background against which it appears, and shall appear on the screen
for a duration and in a location sufficiently noticeable for a consumer to
read and comprehend it. The. message shall be in an understandable
langgage and syntax. Nothing contrary to, inconsistent wﬁh, or in
“-mitigation of the message shall be used in any communicat;on.
ASSURANCE
13, Respondent hereby voluntarily agrees and assures the States that frmln the Effective Date

of this Assurance (or from the dates otherwise specified) that Respondént, its officers,'agents,

servants, employees, successors, and assigns as well as any other person acting on behalf of

Respondent shall abide by the following terms and conditiohs:



Terms of Service

14.  Prior to creating or reactivéting a Free or Paid Member Account, Respondent shall
Clearly and Conspicuously disclose the material terms and coﬁditions associated with creating or
reactivating that Fre‘e or Paid Member Account, b_efore asking the individual to accept or reject
ﬂ_mse .terms énd cqnditions, and, in the case of Paid Member Accounts, ‘before obtaining the
individual's billing information, Before installing (or, in the case of pre-installed bundled
soﬂware, activating) Rgspondent’s Free or Paid Member Account software Respondent shall .
Clearly and Conspicuously disclose the material terms and conditions associated with installing
_ or activating that software, ‘.oeforé ,p‘rompting the individual to accept or reject those terms and
conditions. This Paragraph shall apply to software downloaded from Respondent’s web site as
of the Effective Date and to all other VersicSz_ls of Respondént’s éoﬁware, distributed after

September 12, 2007.

Cancellation and Conversion of Paid Member Accounts to Free Member Accounts

15. Resﬁondent shall enable Members to Cancel their Paid Member Accounts and convert
their Paid Member Accounts to Free Member Accounts via telephone, facsimile, U.S. Mail, and
on-line. Respondents shall enable Members to cancel their Free Member Accounts via facsimile,
U.s. Mail,'and on-line. For purposes of this section, any on-line method must be Clear and
Conspicuoué and comﬁleteiy electronic which shall include a concise form for the user to
complete and submif using only a comi)uter and Intemét connection and shall not be reliant upon
the Member’s ﬁse of AOL éoﬁware,- provided, h&wever, that a2 URIL option (e.g.l,
http://cancel.aol.com) may require the Member to enter the masterlscreen name and password or

the answer to an Account Security Question for account security verification. Respondent shall
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Clearly and Conspicuously disclose to consumers a valid and accessible telephone nuﬁfber,
facsimiie number, mailing address, and'lntemet address (which may inéiu‘dc a web page/URL
and/or an electromc mail address where applicable, but which is not rel;ant on the Member s use
of AOL software), for Cancellations and conversions of Paid Member Accounts to Free Member
Accounts. Such d1sclosures shall, at a minimum, be made via the following AOL Keywords:
“Bill,” “Billing,” “Cancel,” “Change Plan,” “Cancellation,” “Customer Seﬁice,”‘ “Free Plan,”
and “Free Service.” Such disclosures shall also be made in any documentation or publication
created after the Effective Date of this Assurance 1ncludmg any AOL web pages which identify
telephone numbers and/or addresses for AOL customer service.
16,  Respondent shall not continue to bill any Memﬁer, or deduct any additional amounts
from the Member’s bank account, if that Member contacts Respoﬁdent by a method.pursuam to
Paragraph 15 and expresses a desire to Cancel 2 Paid Member Account or convert a Paid
. Member Account to a Free Member Account, uniess Respondent complies with the procedures
iﬁ Paragraphs 20 through 23. Provided however, AOL shall ho!: be out of compliance with this
section in the limited situation where a Member contacts AOL via telephone to Cancel or convert
a Paid Member Account to a Free Member Account, but verification cannot be completed due to
_ technical problems outside of the control of AQOL resultiﬁg in the termination of the call, if the
following also occurs: |

A. The Member expressés a clear desire to retain his or her account and prior to call

| termination does not further ekpress a desire to Cancel; .
B. Within five (5) days following the dropped call, AQL sends the consumer, :via

electronic and U.S. Mail, the notice required by Paragraph 23;
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C. . AOL provides no commission or bonus compensation for that particular Member
Save to the representative who processed the Me;mber Save request; and
D. AOL records the complete telephone cozmnurﬁcaﬁon regarding Cancellation or
" conversion of a Paid Member Account to a Free Meﬁ}ber Account and saves such
recording for a minimum of three (3) years.
17. If a Member expresses intent to Cancel a Paid Member Account or convert a Paid
Member Account to a Free Member Account, Respondent shall not make any attempt to retaiﬁ
the Member as a customer or offer additional services, until Respondent has verified the identity-
of the spe;c;iﬁc Mémber,subject to the Cancellation or conversion request. Such Qeriﬁcation shall
consist of Réspoﬁdent requesting from the Member the minimal uniquely 'identif)iing information
.(e.g., Master Account name, account security question, etc.) sufficient to identify and confir;n
pfopcr control of the account. Such verification shall not be overly burdensome on a Member
and shall permit-a Member to provide alternative identifying information, but not the Member’s
-entire social‘security number, in the event that he 6r she has forgotten their Master Account
information. 'Furthér, prior to making.any attempt to retain the Member as a customer or offer
additional services, and after verifying the specific Paid Member Account, Respondent shall
confirm the Member’s intentions and process the call accordingly. |
18. In addition to and. consistent with the requirements imposed By previous Assurances of

Voluntary Compliance,” when a Paid Member Account is Canceled or converted to a Free

Member Account, Respondent must:

Respondent shall mail a written acknowledgment of Cancellations of Paid Member Accounts that do not result in the conversion of the Paid
Member Accounts to Free Member Accounts within (2) weeks of receipt of the cancellation request, as detailed by Paragraph 49 of the Assurance

of Voluntary Compliance entered into between the States and Respondent, styl¢d In the Matter of America Online, Inc., signed by Respondent
May 28, 19?8 and include each of the disclosures in Paragraph 18.A.
: 12



Clearly and Conspicudusly disclose as part of any telephone éanceﬂation or |
within two (2) weeks of receipt 6f an electronie, facsimile, or mail csncellation,
tﬁe following: \

1) Any associated fees or penalties;

2) A confirmation number for the cancellation or conversion;

3) The effective date of the cancellation or conversion;

4) The fact, if true, that the .Member is entitled to continue to use his or her
Paid Member Account under the then existing terms at no additional
charge, until the end of the current Biliing Cycle and the date of the end of
the Billing Cycle;

5) Any Premium Services for which the Member has registered and the fact

 that charges will continue to be assessed on such accounts; and

6) The existence of any existiné Spin-off Accounts, and the fact ﬂsat charges
will continue to bé assessed on such accounts

In addition to the disclosures within tiie preceding sub-paragraph, Respondent

shali, begiﬁning no later than September 12, 2007 (proVided; hossever, that

Respondent shall use its best efforts to comply with these provisions as soos as it

is capable of doing 50), C]eaxly and Conspicuouslsr disclose as part of any

telephone cancellation or within two (2) svveeks of receipt of an electronic,

facsimile, or mail cancellation:

1) Any outstanding balance on the Member’s Account at the time of the

request;

13



2y - The speciﬁc amount of charges that will continue to be assessed for any
Premium Services for which the Member has registered; and
- 3) The spec:ﬁc amount of charges that will contmue to be assessed for any
exxstmg Spm-off Accounts.

C. When a Paid Member Account is converted to a Free Member Account,
Respondent shall send acknowledgment of the account conversion, either by mail
or electronic mail, within (2) weeks of receipt of the notice of account conversion
and ihclude each of the disclosures in Paragre;ph 18.A-B.

19. Whan é Paid or Free Member Account is Canceled Respondent shall contemporaneously
Cancel all existing Sub Accounts assoclated with that Paid or Free Member Account When a
Paid Member Account is converted to a Free Member Account Respondent shall

contemporancously convert all existing Sub-Accounts associated with that Paid Member

Account to Free Sub-Accounts..
Membef Saves |
20.  Prior to processing a Member’s express consent to process a Member Save, Respondent
must: | |
A. Clearly and Conspicuously disclose:
1) The Mémbér’s current pricing plan for the Paid Member Account,
including a free ﬁ'ial ;ﬁembership, if any;
2) A save éonﬁnnation number;
3“)‘ The remaining amount of time in the Member’s current Billing Cycle;

including a free trial membership, if any; and

14



4) The existence of any existing Spin-off Accounts,_.and the fact that chérges
| will continue to be aséessed on such accounts; |
B. In addition to the disclosureé within the preceding Sub-Paragraph, Respondent

shall, beginning ‘no later than September 12, 2007 (provided, however, that

Respondent shall use its best efforts to comply with these provisions as soon as it

lis capable of doing so), Cleatly and Conspicuously disclose at the time the request

is made the following: .

1) Any outstanding .balance on the Member’s Account at thé time of the
request;

2} The specific amount of charges that will continue to be assessed for any
Preniium Services for which the Member has registered; and |

3 The speciﬁc amount of charges that will continue to be assessed for any
- exist{ng Spin-off Accounts.

21.  Prior to processing a Member Save, Respondent shall obtain a Member’s express consent

to each of the following:

A. - The exact cost the Member will incur during each Billing Cycle, including any
early termination fees;
B. Any minimum amount of time a Member must maintain the Internet related

services if such a minimum is imposed;
C. If the offer is a free trial membership, the exact date the Member will begin to

incur charges and the amount of charges the Member will incur after the lapse of

the free trial terms; and

15



‘ D. ’I'he; terms and conditions of any other inqentives offered to aﬁd accepted by the
Member as part of the Member Save pro;:ess.
22.  To complete a Member Save, 'Respondent musf verify the Member’s express consent to
begin, continue, or resume the -Paid Member Account in accordance _with Pa:agréphs 20-23, A
Member Save shall be consideréd verified only i.f itis ‘in writing by the Member or recorded by
an independent 'I‘hird‘ Party Verifier (“TPV™) in accordance with Paragraph 26 of this Assurance,
aﬁd such writing or recording é_learly and Conspicuoﬁsly:
A Discloses each of the terms set forth in Paragraph 20; and
B. - Denionstrates the MemBer’s express consent to each of the terms set forth in
Paragraph 21.
.23, Within five (5) business days of com.pleti.ng a Member Save, Respondent sﬂall-send-to
the Member via eIectronir;: mail or ﬁrsi class U.S. mail, 2 Member Save confirmation notice,
which shall - include l‘Clear and Conspicuous disclosures of both the Paid Member’s save
confirmation number and the information in Paragraphs 20 and 21. If fhe confirmation notice is
sent clectronically it shall contain a Clear and Conspicuous hyperlink to cancel on-line,
consistént Wlth f’aragraph 15. If the confirmation notice is sent by miail, the envelope containjng'
the notice will either Clearly and Conspicuously include the words “Notice of Continuation of
Paid AOL .Member Acéoun ” or words to a similar effect, énd the confirmation notice shall

- disclose the address, telephone number, facsimile number, Internet address, and AOL Keywords

that can be used to cancel.
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HSIO

24.  Prior fo precesséng a Member's registration fqr a HSIO offer, R;espondent must disclose
each of the following facts, if true: |

A. That by establishing the new HSIO account with the third party provider, the

* Member will incur monthly charges for Internet service provided by a third party;

B. That by establishing the new HSIO account'wi'th the third party provider, the
Member may incur additional set-up or initial costs;

C.  That the HSIO is offer;ed by a third party, not subject to the control of AOL, and
that as such the final terms and conditions associated ‘with that ofi_"er, including
price and availability, are subject to that third party’s agreement;

D. That the Member need not create or maintain a Paid Merﬁber Account in order to
qualify for the HSIO, and

E. That if the Member chooses to create or maintain a Paid Member Accounf, the
terms and conditions of that Paid Member Account, including price and
commitment term, are independent of the Member actually accépting or
proviéioning the third party’s offer.

25.  Within five (5) business days, Respondeht shall send the Member via clectrdnic mail or
first class U.S. ma;.il confirmation of the disclosures in Paragraph 24.
Third Party Verification System
26.  If Respondent cﬁooses to verify Saves through TPV, the TPV agent must:
A, 'Be an i'ndependent party, and not an employee of Resfyondént; provided, however,

that Respondent will not be in violation of this section if for the limited purpose -
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of providing TPV for the ﬁearing-impaired, Respondent uses the same third party
to both conduct the call and complete the veriﬁcatioﬁ;

Be compensatea in a manner that.does not incluae any bonuses or commissilons
based on any rate or percentage of Member Saves;

Record the complete telephone conversation between the consumer and the TPV,
Retain a copy of the complete recording for a minimum of three (3) years; and
For a Member Save, convey to the Membér the fact that the Member’s Péid
Mgmber Account shall be Canceled or .corllverted. to a Free Member Account, if -
the Member does not express!y consent to each required term pursuant to
Paragraph 21. In such insﬁandes, the TPV agént must promptly notify Respondent
of the Member’s failure to consent, and Respondent shall Cancel or convert the

Paid Member Account to a Free Member Account.

Policies and Procedures

27.

28.

Respondent shall adopt and enforce policies and procedures that;

'_P:ohibif compensation to any call center personnel or entities-acting on behalf of
Respondent that is contingent upon their obtaining a minimum amount or quota of
Member Saves; and
Prohibit. all Respondent’ employees from any other unethical, deceptive, or

misleading behavior as alleged in this Assurance.

As part of these policies and procedures, R'esj)ondent shall, beginning no later than

September 12, 2007 (provided, however, that R'espondent,shall use its best efforts to comply

with this provision as soon as it is capable of doing so), record all telephone communications in
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which a Member selects the Cancellation or conversion of Paid Member Account to Free
Member Account option in the Interactive Voice Recording menu, separate. énd apart fromlthe
TPV recording described above. For any such recorde_d calls which result in a Member
continuing to be billed or charged by Respondent, 6r inwhicha Member is registered fbr a HSIO
offer, Respondent shall save such recordings for a minimum of three (3) years, and shall upon
request of a State, provide such recordiﬁgs to the requesting ‘State. Furthermore, Respondent
shall monitor and review a statiéticaliy significant sampling of all communications for
cognpiiance with the laws of the States and this Assurance.

Complaint Process

29,  With réspect to consumer complaints, Respondent shall:

A. Provide thé States with a proper mailing address, fax number, and e-mail address
to which conéwnef complaints may be forwarded;

B. ’i‘horoughly and expeditiously review any Member complaint, including bu;c not
limited to reviewing a consumer’s verification to continue service if such is the
case;

C. Respo‘nd to each Member complaint in wﬁtiﬁg within thirty (30) dayé, if such a
complaint was sent to a proper AOL address or number‘ for receiving.complaints;
and

D.  Maintain all Member complaints and all responses thereto, for a period of tMee

(3) years after receipt of such complaints,
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30. A‘Réspondent shall resolve v&ithin forty-five (45) days® of receipt, éonsumer complaints
- forwarded by the States or sent directly to AOL at the following physical address, e-mail

address, and/or facsimile:

Physical Address:

AOLLLC _

Attn: Heidi Jongquist, Program Director
Regulatory Order Compliance

PO Box 65771

Sterling, VA 20165-8806

Email Address:
Regulatory.Compliance@corp.aol.com

Facsimile:
703-466-9225

Provid‘ed. however, that for complaints involviﬁg alleged compromised accounts or payment

methods, Respondent may request additionai. information and/or an affidavit from the consumer

and will resolve such compiaints' within fifteen (15) days of receipt of such additional
information and/or affidavit.

A, Flor any éompiaint forwarded by the States in which a consumer claims to be

owed, or improperly biiiéd, a specific amount, which was received from January

1, 2005 until the Effective Date, Rcspondenf, as part of the above resolution, will

provide a full refund and/or clear any outstanding Balance(s) of amounts paid to,

or charged or billed by AOL unless Respondent confirms that the consumef has

already resolved, ée&led or otherwise received full compensation ‘for that specific

claim or confirms that the consumer did not incur the charges at issue.

6 Provided, however, that the States shall cooperate with Respondent in granting reasonable extensions when
needed. .
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B. For any complaint forwarded by the States in whiéh a consumer claims to be
owed, or improperly billed, a specific amount, which was received after the
Effective Date of this Assurance, Respondent, as part of the above resolution, will
provide a full refund andfor clear any outstanding balance(s) of amounts paid to,
or charged or billed by AOL; unless, however, Respondent confirms that the
consumer hés already resolved, settlc%d or otherwise received full compensation
for that specific claim, conﬁrms‘ that the consumer did not incur the charges at
'issue, or produces cle& and convincing evidence of the consumer’s intent fo incur
such dharges. Such clear and convilncing evidence must be demonstrated through
disclosures, recordings, verifications, and confirmations made pursuant to this
Assurance. In circumstances in which Respondent is not required to maintain
such disclosures, recordings, verifications, and confirmations, Respondent may
rely on other clear a.ndlconvincing evidence that belies the consumer’s claim. If
Respondent no longer rﬁaintains adequate data and/or information to assess a
complaint received from one of the States, such complaint shall be resolved at fhe
discretion of such State.
31. Upon request by a State, Respondent shall delivgr to that State, regardi‘ng‘the consumers
of that State, a quarterly report in the format of an electronic spreadsheet, detailing each Member
complaint received by Respondent from consumers in that State. The report shall include:

A. The Member’s contact information including name, address, e-mail address, and

telephone number;
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B. Any Member Save, Cancellation, or Free Member Account conversion

confirmation number assigned;

C. The name of the employee associated with the compl,ainf;
D. The date the complaint was received;
E. The date of the associated Member Save, Cancellation, ot Free Member Account

conversion, if ény; and
F.  The disposition of theA complaint', includiﬁg the amount‘of rgimbufscmeﬂ;.
The report shall also include those past complaints resolved pursuant to Paragraph 29 t‘hat have
not-been previously reported. Undeliverable checks will be aggregated and delivered; with a list
of consumers and the amount attributabié to each, to each resﬁective State per th:e requirement of
that State’s unclaimed property law. The States shall assist Requndent in prbviding information
to ensure that such checks are delivered to the appfopriate entity within each respective stéte.
' Aceount Reéctivatien
32, In order to .resume ‘billing or collecting any payment from any Member for a Paid
Member Account that has previously been canceled or converted to a Free Member Accouht,
‘Respondent shall:
A, Clearly and Conspicuously disclose to the Member the terms and conditions and
any applicable privacy policies relating to the Paid Member Account;
B. Requif_e the Member to resubmit any payment information, even where the

payment method is the same as was pfeviouély used by the Member; and,
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C. Within five (5) days, send the Member an official e-mail message distinct in color
and in braﬁding, such that the Member can disfinguish it from othgr types of e-
mail messages received which Clearly and Conspicuously discloses:
1) | The exact cost the Member wﬁl incur during each Billing. Cycle, mcIudmg
. any early termination fees
2) Any minimum amount of time a Member must maintain the Internet
related services if such a minimum is imposed; |
3) If the offer is a free trial membership, the exact ‘date the M_einber will
begin to incur charges and the amount of chérges the Member will incur
 after the lapse of the free trial terms;
4) The terms and conditions of any other incentives offered to and accepted
by the Member ‘as part of the Reactivétion process; and
5) A hyperlink to cancel on-line, consistent with Paragraph 15.
For reactlvatlons made via felephone, Respondent shall record the entire telephone
communication establzshmg the reactivation and shall save a copy of the recordmg for a
minimum of three (3) years. Respondent shall upon request, provide any signatory State
with such recordings. |
Spin-off Accounts
33.  Respondent shall enable Members to create Spin-off Accounts only via a telephone

transaction. Prior to creating the Spin-off Account, Reépondent shall Clearly and

Conspicuously disclose to the Master Account holder:
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E.

The exact additional cost associated with the Spin-off Account, including any

additional early termination fee;

~ Any minimum amount of time a Member must maintain his or her Spin-off

Agcbunt, if such a minimum is imposed by Respondent;

If the offer is a free trial membership, the exact date the Spin-off Account will

begiri to incur charges and the amount. of charges to be assessed after the lapse of

the free trial térms;

That in order to create a Spin-off Account the Spinédff Account holder must have |

the authority to create such an account and be at least eighteen_(l 8) years of age;

and

The available methods of canceling a Spin-off Account.

34.  Respondent shall record the entire telephone communication establishing the Spin-off

Account, and shall save a copy of the recording for a minimum of three (3) years. Respondent

shall upon request, provide any signatory State with such recordings.

Telephone Billing

35.  Prior to billing a consumer through the Member’s telephone service bill, Respondent

shall Clearly and Conspicuously disclose to, obtain from, and verify with the Member each of

the following:
A,

B.

The telephone number through which Respondent will bitl for its services:

The fact that the Member is the line subscriber for that telephone number and is

authorized to incur charges;
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C. The exact charge that Respondent will place on the Member’s monthly telephone
service bill; and
D. If the offer ié a free trial membership, the exact date the Member will begin to
incﬁr charges and the amount of ' charges the Member will begin to incur after the
lapse of the free trial terms.
In verifying the fact that the Member is the authorized line subscriber for fhe.teiephone number,
ﬁespondent shall, beginning no later than Septembér 12, 2007 (provided, however, that
Respondent shall use its best efforts to comply with this provision as soon as it is capable of
doing so),' require' the Member to provide a unique identifying number, which is not tﬁe :
Member’s entire social security number, and which Respondent will use to take reasonable steps
to verify the 'Merﬁber’s identity, including using a third paity to conﬁrm that the teléphone
number through which AOL intends to bill the Member belongs to the Member,
36.  Within five (5) days of registration of a Paid Member Account in which the consumer has
authorized telephone billing, Respéndent shall send the Member via electronic mail a telephone
billing conﬁrmatibn notice which Clearly and Conspicuously discloses:
A, The exact cost the Member will incur during each Billing Cycle, including any
early termination fees;
B. Any ‘minimurrla amount of time a Meﬁaber must maintain the Internet related
services if sucﬁ a minimum is imposed;
C. 'If the offer is é free trial membership, the exact date.fhe Member will begin to

incur charges and the amount of charges the Member will incur after the lapse of

the free trial terms;
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_ 'D.  The terms and conditions of any other incentives offered to and accepted by the
- Member és part of the activation process; and
E, A customer service number hyperlin_k to cancel én-line, consistent ﬁth Paragraph
15.

Respor;dent shall also send, within five (5) days of such registration send by U.S. mail a post
card that contains all information needed to cancel the account via telephone. Respondent shall
record the entirety of any telephone communication authorizing telephone billing, and shall save
a copy of the fecording for a minimum of ﬁhree (3) years. Respondent shall upon request,

proyide any signatory State with such recordings.

37.  Respondent shall, upon receipt of a complaint for unauthorized telephone charges, verify
| that the Member whose account was‘ billed through that telephone number matches the current
- line subscriber, otherwise Respondent shai-i provide a full refund to the perﬁc‘m making the
complaint.

Free Member Accounts

38, When a Member converts a Paid Member Account to a Free Member Account,

Respondent shall, with regard to the remaining membership time previously paid by the

Mgmber:
A. Allow the Member to continue to use the account in the same manner as was
previously provided, until the expiration of such membership time, or
B.  Provide a pro-rata refund of the remaining membership time.
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COMPLIANCE MONITORING
3%..  Respondent, _its successors, assigns, officers, agents; servahts, and employees, whether |
acting directly or through any corporatibn, subsidiary, division, or other device, for the purpose
of monitoring and investigating compliance with any provision of this Assurance, shall provide
written reports sworn under penalty of perjury to the States ninety (90) and two hundre& and
seventy (270) days after the date of EffectiV"e Date of this Ass‘urénée setting forth in detail the
-manner and form in which _AQL has complied and is complying with this Assurance.
PAYMENT TO STATES |

40. Within thirty (30) callendar days of the Effective Date of this Assurance, Respondent shall
pay THREE MILLION DOLLARS ($3‘,000,000.0Q), to be di\}ide:d and paid by AOL-difectly to
each State in an amount to be designated by and in the sole discfetion of the States. The States
shall provide AOL, within ten (10) calendar days of the Effective Date of this Assurance, a
bréakdown of the amount of payment to each individual staté and'contat;,t information to forward |
payment. Said payment shall be used by the States as and for attorneys' fees and other costs of
~ investigation and litigation, or for future public protection pﬁrposes, or to be placed in', or applied
to, the consumer protection enforcement fund, consumer education, litigation or local consumer
aid fund or revolving fund, used to defray the costs of the inquiry leadiﬁg hereto, or for other
uses permitted by state. law, at the sole discretion of each Attorney General.

| GENERAL PROVISIONS
41.  Nothing in this Assurance shall ;be construed as a waiver of any private rights, causes of

éction, or remedies of any person against Respondent with respect to their practices alleged
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herein. Unless specifically provided for in this Assurance, nothing in this Assurance is affected

by any court’s decision in any private class action suit againstl Respondent.

42, Unless otherwise speciﬁéd, laH written or recordéd verifications required by this -

Assurance shall be retained by Respondent for 2 minimum of thr_ee (3) years, and shall be

provided to any signatory State upon request b& that State,

43.  Nothing set forth in this Assurance alters the requirements of state or federal law to the

extent those laws offer greater protections to consumers, nor shai} anything in this Assurance

relieve Respondent of its obligation to comply with all applicable state or federal laws. Where

' gtate or federal laws piovide greater consumer. protections than the terms or prbvisions included
in this Assurance the applicable statutes or regulations shall govern.
44, To the extent that the provisio;ls of this Assmance conflict with any state, local, or
federal Iawn which now exists, or is later enacted or amended,'such Iaw and not this Assurance
shall apply only to the extent such conflict -exi'sis. For purposes of this Assurance, a conflict
exists if conduct prohibited by this Assurance is required by such state, 1ocai, or federaf law, or if
conduct required by this Assurance is prohibited by such siatc, local, or federal law..
45, | To seek a inodiﬁcation or termination.request of tlus Assurance for any reason,
Résiaondent shall send a written request to the resjjcctive Attorney General. T'ﬁé Attorney
Genefal receiving the request shall make a good . faith evaluation of the then existlirxg
circumstances, and after ccllécﬁng information he or she deems necessary, make a prompt
decision as to whether to agree to the modification or termination of this Assurance. In the event
the ‘respective Attomesl General denies the modification or termination request, Respondent

reserves all rights to pursue any legal or equitable remedies that may be available to it. In States
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where this Assurance is filed with the Court, no waiver, termination, modification, or
amendment of the terms of th1s Assurance shall be valid or binding unless made by order of the
Court provided, however, that the parties may agree to an extension of any time penods in this
Assurance without an order of the Court. If, prior to the deadlines specified herem, Respondent
believes in good faith that an extension of thirty days is necessary to satisfy such deadlines, it

~will notify the States in writing and provide a detailed explanation for such delay. Consent to an

_extension will not be unreasonably withheld,

.46,  Respondent expressly understands that aﬁy violation of this Assurance may result in any
signatory state secking all available relief to enforce this Assura'ncé, including an injunction,
civil penalties, court and investigative costs, attorneys’ fees, restitution, and any other
mechanism provided by the laws of the state or authorized by a court.

47.  Any notices, complaints, or other documents required by this Assurance to be sent to
Respondent shall be sent to the following individual at the following physical address, email
address, and/or facsimile;

Physical Address:

AOLLLC -

Attn: Heidi Jongquist, Program Dlrector
Regulatory Order Compliance

PO Box 65771

Sterling, VA 20165-8806

Email Address: o
Regulatory.Compliance@corp.aol.com

Facsimile:
703-466-9225
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48.  The States shali provide Respondent with the names, addresses,‘ and phoné- numbers of
the appropriate contacts ‘in gach of the réspective state offices to .recei\'re any notices, complaints,
or éthér docum‘enté required by this Assurance. to be sent by Respohdent to the Stﬁates.

49.  This Assufénce is a complete resolution of the States allegations contained in Paragraph
9 occurring on or before the Effective Date of this Assurance for violation of the States’
éonsmner protection statutes as listeci in Footnote 4. Nothing in this Assurance shall be
construed as a release and/or waiver of any other civil ot criminal claims, causes of action,
damages, fines, costs, and penalties available to the States under their respective laws or under
any federal law, including, but not limited to anti-spyware Igws, data privacy disclosure issues,
consumer credit codes, debt collection laws, antitrust laws, environmental laws and taxation
laws, and including, but not limited to the States’ respective consumer protection statutes as they
may pertain to matters not reasonably related to rthe allegations set forth in Paragraph 9 of thiS

Assurance. |

50. Any and all court costs aésociated with this Assurance and its entry and/or approva;l shall
be béme by Re_sponden.t. No costs shall be imposed independently on any of the States. lFurthér,
no discretionary costs shall be imposed on any of the Statés. Nothing in this Assurance shall
shift the cost of ahy necessary local counsel from Respondent to the States. Respondent shall be
independently responsib_Ie for all additional expenses incurred through the necessity of focal
counsel in those limited jurisdictions where local counsel is ‘required for the filing of this
Assurance,

51.  Respondent represents that it has fully read and undersfands this Assurance, that it

accepts the legal consequences involved in signing this Assurance, and that there afe no other
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representations or agreements between Respondent and the States not stated in writing herein, or
not stated in carlier writings as specified above in Footnote 3 of this Assurance. Respondent
further represents and warrants that it is rep'reseﬁtéd by legal counsel, that it is fully advised of its
legal rights in this matter, and that the person signing below is ‘fully authorized to éct on
Res.pondent’s behalf. |

52. Respondent shall provide a copy of this Assurance an& an accurate summary of the
material terms of this Assurance to its senior executive officers who havé any managerial

responsibility for the matters covered by this Assurance.
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AGREED this 2% day of ___Jere , 2007

AOL LLC
. Ite, Tl
Title: _Greerbe., Joon Revdd 1 Gorens] farsa]

ATTORNEY FOR RESPONDENT
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